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New Question 1:




A customer has multiple WLCs running N+1 redundancy with APs equally distributed. Only one WLC is a designated backup for all other WLCs so the customer must ensure that the most critical APs remain registered or get priority over other APs in case of a WLC failure. However, the customer notices on WLC failure that some critical APs remain unregistered What needs to be addressed in the design?




A. AP fallback is not enabled on the backup WLC.




B. AP failover priority is not enabled globally on the backup WLC.




C. AP failover priority is not enabled globally on the failed WLC.




D. AP fallback is not enabled on the failed WLC.




Correct Answer: B









New Question 2:




During a wireless design, all APs are mapped to designated controllers in case of failure. The controllers are located in the same data center but in different racks. An AP failed over to a controller that was not defined on its High Availability tab. The customer does not want the AP to move back to its defined Cisco WLCs until they manually intervene. What needs to be addressed in the design?




A. Set AP fallback to enabled.




B. Set AP fallback to disabled.




C. Change the HA SKU secondary unit option.




D. Change the default mobility domain.




Correct Answer: B









New Question 3:




An engineer has configured guest anchoring for a newly created SSD however, the mobility tunnels are not up, and EPING is failing from the foreign WLC to the anchor WLC. Which traffic flow must be allowed at the firewall to enable communication?




A. UDP port 16666




B. IP protocol 97




C. UDP port 97




D. TCP port 97




Correct Answer: B




Reference:













New Question 4:




An engineer is designing a new wireless network. The network needs to fulfill the following requirements:




1.




support multimedia applications




2.




support a high concentration of wireless clients




3.




support data over wireless




4.




support roaming Which approach should be used?




A. use of microcells with reduced power levels




B. use of macro cells with reduced power levels




C. coverage for cells at maximum power levels




D. use of macro cells with maximum power levels




Correct Answer: A









New Question 5:




An engineer is configuring a centralized set of controllers for separate facilities. Which two Cisco wireless architectures must be used to ensure flexible sizing of WLAN to VLAN mappings? (Choose two.)




A. interface group




B. mobility group




C. AP group




D. controller group




E. RF group




Correct Answer: BC









New Question 6:




A network engineer is preparing for an office site survey with a height of 2.5 meters. Which three components are recommended to complete the survey? (Choose three.)




A. Use a battery pack to power APs




B. Use a drawing of the office space to draw AP and client placements.




C. Use DoS attack on APs while measuring the throughput.




D. Use APs with directional antennas.




E. Use APs with external antennas.




F. Use APs with built-in antennas.




Correct Answer: ABF




Reference: https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-4/b_mesh_84/Site_Preparation_and_Planning.html#ID3405









New Question 7:




A company has 10 access point licenses available on their backup Cisco WLC and their primary Cisco WLC is at full capacity, 5 access points are set to high failover priority and 7 access points are set to critical failover priority. During a failure, not all critical access points failed over to the backup Cisco WLC. Which configuration is the cause of this issue?




A. The high-priority access point is oversubscribed.




B. network ap-priority is set to enable.




C. The critical priority access point count is oversubscribed.




D. network ap-priority is set to disable.




Correct Answer: D




Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2016/pdf/BRKCOL-2275.pdf









New Question 8:




An engineer is conducting a Layer 2 site survey. Which type of client must the engineer match to the survey?




A. best client available




B. phone client




C. normal client




D. worst client available




Correct Answer: D




Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-guidelines-wlan-00.html









New Question 9:




An enterprise is using the wireless network as the main network connection for corporate users and guests. To wireless network availability. Two Standalone controllers are installed in the head office. APs are connected to the controllers using a round-robin approach to load balance the traffic. After a power cut, the wireless clients disconnect while roaming. An engineer tried to ping from the controller but failed. Which protocol needs to be allowed between the networks that the controllers are installed?




A. IP Protocol 67




B. IP Protocol 77




C. IP Protocol 87




D. IP Protocol 97




Correct Answer: D




Reference:













New Question 10:




An engineer must create data-link redundancy for the company\’s Cisco Wireless LAN Controller. The engineer has decided to configure LAG-based redundancy instead of port-based redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose three.)




A. Packets are always sent out on the same port they are received on.




B. All interface traffic passes as long as one port is up.




C. The same port has multiple untagged dynamics interfaces.




D. Interface connection to two separate nonstacked switches is available.




E. Full bandwidth of all links is available.




F. Ports are grouped into multiple LAGs.




Correct Answer: ABF




Reference: https://community.cisco.com/t5/wireless-mobility-documents/lag-link-aggregation/ta-p/3128669









New Question 11:




Refer to the exhibit.








A client roams between two APs that are registered to two different controllers, where each controller has an interface in the client subnet. Both controllers are running AireOS. Which scenario explains the client roaming behavior?




A. Controllers exchange mobility control messages (over UDP port 16666) and the client database entry is moved from the original controller to the new controller.




B. Controllers do not exchange mobility control messages (over UDP port 16666) and the client database, entry is not moved from the original controller to the new controller.




C. Controllers exchange mobility control messages (over UDP port 16666) and a new client session is started with the new controller.




D. Controllers exchange mobility control messages (over UDP port 16666) and the client database entry is tunneled from the original controller to the new controller.




Correct Answer: A




Reference:













New Question 12:




An engineer has designed an anchor redundancy for guest clients connecting to SSID with auto-anchor configured. After adding a second Anchor WLC under the SSID mobility anchor list, clients are load-balanced between existing and new anchors instead of having one anchor as active and the other one as standby. Which feature should be included in the design that will be configured on the WLC running 8.1 or above to ensure anchor redundancy?




A. Auto-Anchor Foreign Mapping




B. AP groups




C. Guest Anchor Priority




D. 802.11r




Correct Answer: C









New Question 13:




A customer has noticed that Client Band Select is enabled and no clients are utilizing the 5 GHz band. Which three parameters must be met to ensure that wireless clients use the 5 GHz bands? (Choose three.)




A. Ensure that channel bonding is enabled on the WLAN.




B. Ensure that the co-channel interference has not exceeded-85 dBm.




C. Ensure that the UNII-2 extended channels are enabled on the 802.11a radios.




D. Ensure that the client is receiving RSSI above the minimum band select RSSI threshold.




E. Ensure that the client is dual-band capable.




F. Ensure that the WLAN has 802.11a enabled.




Correct Answer: DEF




Reference:








https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/emob41dg/emob41dg-wrapper/ch3_WLAN.pdf









New Question 14:




A wireless engineer is designing a wireless network to support real-time applications over wireless. Which IEEE protocol must the engineer enable on the WLC so that the number of packets that are exchanged between an access point and client are reduced and fast roaming occurs?




A. 802.11w




B. 802.11r




C. 802.11i




D. 802.11k




Correct Answer: B









New Question 15:




A high-density wireless network is designed. Which Cisco WLC configuration setting must be incorporated in the design to encourage clients to use the 5 GHz spectra?




A. RRM




B. Cisco centralized key management




C. Band select




D. Load balancing




Correct Answer: C




…
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